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MNONOXXEHWE
«O MOJINTUKE B OTHOLWEHWN OBPABOTKN U 3ALLUTBI MEPCOHAIBbHBLIX JAHHBLIX
CUCTEMbl OEPA3OBAHMA TAUMbBIPCKOIO AONTAHO-HEHELIKOIO
MYHULUWNANBHOIO PAMOHA»

1. OBWWME NOJTIOXXEHNA
1.1. TepmuHbI U onpedernieHus

lMepcoHanbHble AaHHble - Nbas MHGOpMauMs, OTHOCALLAsCS K NPAMO Mu
KOCBEHHO oOnpedeneHHoMy wunu onpegensemomMmy duandeckomy nuuy (cybbekty
nepcoHanbHbIX AaHHbIX).

O6paboTka nepcoHanbHbIX QAaHHbIX - nwboe pencteue (onepauus) wnu
COBOKYMHOCTb AENCTBUN (Onepaunin), coBepllaeMblX C MWCMNoSib30BaHMEM CpeacTB
aBTOMaTU3auuun unm 6e3 MCnonb3oBaHUS Takux CPeacTB C NepcoHasbHbIMU OAHHBIMN,
BKMoYaa cbop, 3anucb, CUCTEMATM3AUMIO, HaKOMMEHWe, XpaHeHue, YTOYHEeHue
(o6HOBNEHME, N3MEHEHNE), n3BreYyeHme, NCMoJSib30BaHue, nepegavy
(pacnpocTpaHeHue,npegocTaBneHe,  Aoctyn), obesnuunBaHve, OGnokMpoBaHue,
yAaneHue, yHUYTOXeHE NepCcoHanbHbIX aHHbIX.

ABTOMaTM3MpoBaHHaaA o0bpaboTka nepcoHanbHbiX [OaHHbIX — ob6paboTka
NnepCcoHanbHbIX AaHHbIX C MOMOLLbIO CPEACTB BblYNCIIUTENBHON TEXHUKN.

PacnpocTpaHeHne nepcoHanbHbIX [AaHHbIX - OEeNCTBUSA, HanpaBrfieHHble Ha
pacKkpbITUE NepCcoHarbHbIX AaHHbIX HEONPEeAENEeHHOMY KPYry fuLl.

lMpepocTaBneHne nepcoHanbHbIX [AaHHbIX - OEWCTBUS, HanpaBfieHHble Ha
pacKkpbITUE NepCOHasnbHbIX OaHHbIX ONpeAeneHHOMY ULy UM OnNpeaerieHHoOMY Kpyry
nmu.

BrnoknpoBaHue nepcoHanbHbIX AaHHbIX - BPEMEHHOE MnpekpalleHne obpaboTkm
nepcoHanbHbIX AaHHbIX (3a UCKITOYEHMEM cryvaeB, ecniv obpaboTka Heobxoanuma ans
YTOYHEHUNS NEPCOHArbHbIX AaHHbIX).

YHUUTOXEHNE NEepCOHarbHbIX AaHHbIX - AEWCTBUS, B peaynbTaTe KOTOpbIX
CT@QHOBUTCA HEBO3MOXHbIM BOCCTAaHOBUTb COAEPXaHWe MepPCOHanbHbIX AaHHbIX B
MH(POPMALMOHHON CUCTEME MNEepPCOHarbHbIX AaHHbIX U (UNKM) B pesynbTaTe KOTOpbIX
YHUUTOXAKTCA MatepuarbHble HOCUTENN NEPCOHANbHbIX AAHHbIX.

O6e3nnumBaHne nepcoHasnbHbIX OAHHbIX - AEWCTBUS, B pe3ynbTaTe KOTOPbIX
CT@HOBUTCA HEBO3MOXHbIM 6€3 MCNoNb30BaHUA AOMOMHUTENbHOW MHGOPMaumn
onpenenutb MNPUHAANEXHOCTb MNEepPCOHanbHbIX AaHHbIX KOHKPETHOMY CyObekTy
nepcoHanbHbIX AaHHbIX.

MHdopMaumoHHass cuctema  MnepcoHanbHbIX  AaHHbIX —  COBOKYMHOCTb
cogepxawmxca B 6asax AaHHbIX MNEepCOHanbHbIX LaHHbIX U oGecneynBaromx KnX
06paboTKy MHPOPMALMOHHBIX TEXHOSOMMI U TEXHUYECKUX CPEACTB.

1.2. HasHa4yeHue u npasosgasi ocHosa OOKyMeHma



MonuTtuka YnpasneHus obpasoBaHna AgmuHucTpauum Tanmblpckoro [onraHo-
HeHeukoro MyHuumMnanbHoOro panoHa (ganee — YnpaeneHue 06pasoBaHus)
onpegensieT cuctemy B3rnggoB  Ha npobnemy obecneyeHuss 6GesonacHoOCTU
nepcoHanbHbIX AaHHbIX U NpeacTaBnsdeT cobon cucTeMaTu3MpoBaHHOE W3NOXEHWEe
uenen n 3agay 3awWuTbl, KaKk OOHO UMW HECKOMbKO Mpasur, npouenyp, NpakTU4eckmx
NPMEMOB N PYKOBOAALIMX NPUHUMNOB B 06nactM WHgopmaunoHHoW GesonacHoCTH,
KOTOpPbIMU PYKOBOACTBYETCH YnpasneHne obpas3oBaHuMs B CBOeW OeATENbHOCTU, a
TakKe OCHOBHbIX MPUHLUWMNOB MOCTPOEHUS OpraHn3auMOHHbIX, TEXHONMOrMYeckux u
npouenypHbIX acnekToB obecnevyeHns 6€30nacHOCTU NepCoHanbHbIX AaHHbIX.

3akoHoaTeNnbHOM OCHOBOM HaAcTosLEen [NonnTukn aBnalTCa:

° KoHcTtutyums Poccuinckon denepaumn,

. depepanbHbIn 3akoH oT 10.06.1992 Ne3266-1 «O6 obpazoBaHuny,

. depepanbHbIn 3akoH 0T 29.12.2012 Ne273-d3 «O6 obpasoBaHum B Poccunnckon
depnepaumny», BcTynatowmm B cuny ¢ 1 ceHtabpsa 2013 roaa,

° ["paxkgaHcKknin, YronoBHbIN U TpyaoBOM KOOEKCHI,

° depepanbHbiv 3akoH oT 27.07.2006 Ne 152-03 «O nepcoHanbHbIX JaHHbIX»,

° MoctaHoeneHune [MpaButenbctBa Poccuiickon ®epepaummn ot 01.11.2012 Neoy

1119 «O6 yTBEpXKOEeHMM TpebOBaHUIM K 3alUMTe NEPCOHArbHbIX AAHHbLIX MNPU KX
0b6paboTke B NHHOPMALMOHHBLIX CUCTEMAX NEPCOHANbHbIX AAaHHbIXY,

. MoctaHosneHue lNpaButenbctea Poccunckon ®epepaumm ot 21.03.2012 Ne 211
«O0 yTBEpXXOEHUN NepeYHst Mep, HanpaBrieHHbIX Ha obecneyvyeHne BbINOMHEHNS
obs13aHHOCTEN, NpeaycMOoTpeHHbIX PeaepanbHbiM 3akoHOM «O nepcoHanbHbIX
AAHHbIX».

o Mpukas PCTIK Poccun ot 05.02.2010 Ne 58 «O6 yTBEPKOEHUN MOSNOXEHUS O
mMeTogax M cnocobax 3awmtbl MHGOpMaUMM N UHAOPMALMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIXY», NMCbMO PefepanbHOro areHTcTBa nNo obpasoBaHuIo OT
29.07.2009 Ne 17-110 « O6 obecneyeHumn 3aWwmnTbl NEPCOHANbHbBIX AaHHbIXY,

. MoctaHosneHwue lMNMpaButenbctea Poccunckon ®epepaumm ot 15.09.2008 Ne 687
«OB6 ocobeHHOCTAX 006paboTkM nepcoHanbHbIX AaHHbIX, ocyliecTsnisiemMon 6e3
NCnonb30BaHNA CPeaCcTB aBTOMaTM3aunny,

o OpPraHM3aumMoHHO - pacnopsiauTENibHbleE  OOKYMEHTbI, pernameHTupyoLlme
opraHusaumio  pabot no 3awmMTe  KOH(MAeHUManbHOM WHopMauun wu
nepcoHanbHbIX AaHHbIX B YNpaBrneHun obpasoBaHus.

Mcnonb3oBaHne pfaHHon [1onMTUMKM B KayecTBe OCHOBbI Af9 MNOCTPOEHUSA
KOMMMNEKCHON CUCTEMbl WH(POPMaLMOHHOM ©0e30nNacHOCTU MepPCOHAasrbHbIX AaHHbIX
YnpaBneHusa o6pasoBaHns NO3BOSIUT ONTUMU3NPOBATL 3aTpaTbl HA ee NOCTPOEHME.

Mpn paspabotke [MOAUTUKN YYUTBLIBANIUCb OCHOBHbLIE MPUHUMMLI CO34aHUS
KOMMIEKCHbIX cucTeM obecnedeHns 6e3onacHOCTM MHAOPMaLMK, XapaKTEPUCTUKU U
BO3MOXXHOCTU OpraHmM3auMOHHO-TEXHUYECKMX METOAOB M COBPEMEHHbLIX annapaTtHO -
NporpaMMHbIX CPeAcTB  3awuTbl M NPOTUBOOEWCTBUA  yrpo3am 6e3onacHocTu
MHopMauuu.

OcHoBHble nonoxeHus MNonnTnkn 6asnpyoTCs Ha Ka4eCTBEHHOM OCMbICIIEHUN
BOMpoCcoB 6e30MacHOCTM MHOpMaUMM N He 3aTparnBatoT BOMPOCOB 3KOHOMWYECKOrO
(KONM4YeCTBEHHOrO) aHanM3a pUckoB U 060CHOBaHUS HeOBXOAMMbIX 3aTpaT Ha 3awumTy
MHopMauuu.

2. OBbEKTbI SAWLNTbI

OcHoBHbIMM 0ObekTamm cuctembl 6e30MacHOCTM NEepCoHarnbHbIX AaHHbIX B
YnpasneHnn obpasoBaHWs U MNOABEAOMCTBEHHbIX OOpa3oBaTefbHbIX YYPEXOAEHUSX
ABNATCA:



- MHQOPMAUMOHHbIE pPecypCbl C OrpaHWYEHHbIM [OCTYNOM, coaepKalume
nepcoHanbHble AaHHbIE;

- npoueccbl 06paboTkn NepcoHarnbHbIX AaHHbIX B MH(OPMAaLMOHHOW cucTeMe
nepcoHanbHbiX AaHHbIX YnpaBrneHus obpas3oBaHus, obpasoBaTenbHbIX YyYpexXaeHwun,
WHPOPMALMOHHbIE TEXHONOrMK, perfnameHTsl U npouenypbl cbopa, o06paboTkuy,
XpaHeHust 1 nepegadvn mHdopmMaumm, nepcoHan paspaboTyMkoB W NONb3oBaTenen
CMCTEMbI U ee 0B6CNyXXNBaOLLMIA NepcoHan;

- MHOPMaUMOHHaa MHGPACTPYKTypa, BKoYawowas cucteMbl ob6paboTkm u
aHanusa uWHgopMauMK, TEXHUYECKMEe W NporpaMMmHble cpeactBa ee o6paboTky,
nepegaym u oTobpaeHus, B TOM 4YUcCne KaHanbl WMHEGOOPMaAUMOHHOIO obMeHa U
TENEeKOMMYHUKaLUMM, CUCTEMbl M CPeAcTBa 3awuTbl UHOpMauuKn, oObeKTbl U
MOMELLEHNs1, B  KOTOPbIX pPacrofioXeHbl TexHu4yeckme cpeactBa 06paboTkm
NepCcoHarnbHbIX JAaHHbIX.

3. UEN 1 3AA0AYN OBECIEYEHUA BE3OMNACHOCTW MNMEPCOHAJIBHbBIX
AAHHbBIX

3.1. UHmepecbl 3ampazusaemMbix cybbeKmoes UHHOPMaUyUOHHbIX OMHOWEeHUU

Cybbektamm MHGOPMALMNOHHBLIX OTHOLIEHWA npu obecneyeHun Be3onacHoOCTU
nepcoHanbHbIX AaHHbIX YNpaBneHns obpasoBaHns ABMASIOTCS:

- YnpaBneHue obpasoBaHus, Kak COBCTBEHHMK MHAPOPMALMOHHbIX PECYPCOB;

- PYKOBOACTBO W COTPYOHUKM YnpaBneHus obpasoBaHusi, B COOTBETCTBUM C
BO3MOXEHHBIMU Ha HUX (PYHKUMSAMN;

- yyawumecs obuieobpasoBaTeribHbIX YYPEXAEHUA U BOCMIMTAHHUKN OOLIKOMbHbIX
obpasoBaTenbHbIX  YYpPEXOAEeHUW,  yyallmecs  yuypexaeHwn  OOMOMHUTENbHOro
obpasoBaHus;

- rpaxpgaHe, obGpawawowmeca B YnpasrneHune obpasoBaHus MO Bonpocam,
OTHOCSALUMMCS K KOMNEeTeHUMN YnpasneHus obpasoBaHus.

MepeuncneHHble cybbeKkTbl MHPOPMALVOHHBLIX OTHOLUEHUN 3anMHTEPECcOBaHbl B
obecneveHuu:

- CBOEBPEMEHHOro A0CTyna K HeobXoAMMbIM UM MNepCOHanbHbIM AaHHbIM (MX
AOCTYNHOCTN);

- JOCTOBEPHOCTM  (MOSIHOTbI, TOYHOCTW, aAAEKBATHOCTW,  LENOCTHOCTW)
NnepcoHanbHbIX AAHHbIX;

- KOHPUAEHLMANBbHOCTU (COXpaHeHUs B TaHe) NepCoHarbHbIX AAHHbIX;

- 3aWMTbl OT HaBA3bIBAHUS WM JIOXHbIX (HEAOCTOBEPHbIX, WCKaXXEHHbIX)
nepcoHanbHbIX AAHHbIX;

- pasrpaHM4yeHusi OTBETCTBEHHOCTW 3a HapyleHuss ux npaB (MHTEpecoB) WU
YyCTaHOBMEHHbIX NpaBui obpaLleHnsa ¢ nepcoHanbHbIMU AaHHBIMU;

- BO3MOXHOCTW OCYLUECTBIEHUS HEMPEPbIBHOrO KOHTPONSA W YynpaBrieHus
npoueccammn o6paboTkM 1 nepegadn NepcoHarnbHbIX OAHHbIX;

- 3aLWMTbl NEPCOHarnbHbIX AAHHbLIX OT HE3AaKOHHOIO PacnpoCTPaHEHMS.

3.2. Llenu 3awumel

OcHOBHOM UENbID, Ha OOCTUMXKEHME KOTOPOW HanpaBneHbl BCE MOJIOXEHUs
HacToswen MonuTukn, ABnsieTcsl 3awmTa CyObEeKToB MHAOPMALMOHHBLIX OTHOLLEHWUI
YnpaBneHnsa obpa3oBaHMss OT BO3MOXHOMO HaAHECEHMSI WM  MaTepuarnbHOro,
PU3N4EeCcKoro, MopanbHOro unM WHoro yuwepba, NOCpeacTBOM CIyYyanHOro unu
npegHaMepeHHOro BO34eNCTBMUSA Ha NEepCOHarnbHble AAaHHblE, UX HOCUTENW, NPOLEecChI
obpaboTkn n nepenaymn.

YKkasaHHas uUenb [OocTUraeTcsi nocpeacTBom obecnedyeHmss M MNOCTOSIHHOro
noaaep)kaHus crneayoLmx CBOMCTB NepCcoHarbHbIX AaHHbIX:



- [OOCTYNHOCTM MNepcoHarnbHbIX [AaHHbIX A8 feranbHblX  MNofib3oBaTenen
(ycTOoMuMBOro  (PyHKUMOHMPOBAHUA  MHGOPMALMOHHBIX  cuUCcTeM  YNpaBneHus
obpas3oBaHuWs, MpuM KOTOPOM MOMb30OBaTENN UMEKT BO3MOXHOCTb  MOSyYeHus
HeobXxo4MMbIX NePCOHarbHbIX AaHHbIX U Pe3ynbTaToB peLleHns 3a4ad 3a npuemnemoe
AN HUX BpeMs);

- LIeSIOCTHOCTM M ayTEeHTUYHOCTU (MOATBEpPXAEeHME aBTOPCTBA) NepCOHasnbHbIX
AaHHbIX, XpaHUMbIX U obpabaTbiBaeMblX B MH(POPMALUNOHHbBIX cucTeMax YnpasreHus
obpasoBaHus 1 nepegaBaeMon No KaHanam CBA3MW;

-  KOH(MUOEHUMANbLHOCTU - COXPaHeHUA B TauHe onpeaeneHHoOn 4acTtu
nepcoHanbHbIX AaHHbIX, XpPaHUMbIX, obpabaTbiBaeMbIX 1 NepegaBaemMbiX NO KaHanam
CBA3N.

Heobxoaumbin ypoBEHb LOCTYMHOCTWU, LENOCTHOCTM M KOH(MAEHUManbsHOCTH
nepcoHanbHbIX AaHHbIX obecneymBaeTCs COOTBETCTBYHOLLUMMU MHOXECTBY 3HaYMMbIX
yrpo3 metogamu n cpefcTBamu.

3.3. OcHosHble 3adayu cucmembl obecriedeHus 6e3onacHocmu nepCcoHasrbHbIX
OaHHbIX

[na AOCTUXKEeHUs OCHOBHOWM LENn 3almTbl 1 06ecneyeHns ykasaHHbIX CBOWCTB
nepcoHanbHblX [aHHbIX cucTeMa obecneyeHns WHgopmaunMoHHON 6e3onacHOCTU
YnpaesneHna obpasoBaHus gofmkHa  obecrneynBaTb  9PPEKTMBHOE  pelueHue
cneayloLwmnx 3agau:

- CBOEBPEMEHHOE BbISIBIIEHME, OLIEHKA M NPOrHO3MPOBAHUE MCTOYHUKOB Yrpo3
NHOPMaLUMOHHOM ©e30MacHOCTU, NPUYMH U YCIOBUIA, CNOCOBCTBYIOLLNX HAHECEHWUHO
yuiepba 3anHTepecoBaHHbIM CyObeKTamMm MHPOPMALMOHHBIX OTHOLUEHWUA, HapYLUEHUIO
HOpManbHOro  (PYHKUMOHMPOBAHUSA  MH(POPMALMOHHBLIX  cuUcTeM  YNpasfieHusa
obpasoBaHus;

- CO3aHMe MexaHu3Ma onepaTMBHOrO pearMpoBaHMs Ha yrpo3bl 6e3onacHoCcTH
NHpopMaLUKN N HEraTUBHbIE TEHOEHUNN;

- cOo3faHue yCcrnoBur AN MUHUMU3aUUKU U NoKanusauum HaHocuMoro yuiepba
HenpaBoOMEpPHbIMU AEUCTBUAMU  (PU3MYECKMX W  HOPUOMYECKMX §uul, ocnabneHue
HeraTMBHOIMO BMAWUSHUA W NUKBUOALMA MNOCMEACTBMMA  HapyleHus ©Ge3onacHoCTu
MHopMauuu;

- 3aWmTy OT BMeLLaTenbCcTBa B npouecc PYHKLMOHMPOBAHNSA MHAOPMALMOHHbBIX
cuctem YnpaeneHuss obpasoBaHMs MOCTOPOHHUX v, (4OCTYN K MHOPMaLUMOHHBLIM
pecypcam [OMKHbl UMETb TOMbKO 3aperncTpupoBaHHble B YCTAHOBIEHHOM MOpSAaKe
nosnib3oBaTtenu);

- pasrpaHuyeHne ocTyna nonb3oBaTenen K MHPOPMaUMOHHBLIM, annapaTHbIM,
NporpaMMHbIM M MHbIM pecypcamMm YnpaBrneHusi obpasoBaHusi (BO3MOXHOCTb OOCTyna
TOMBbKO K TeM pecypcamM M BbIMOSIHEHUS TOMBbKO TEX Onepauui C HUMKU, KOTOpble
HeobXxo4MMbl KOHKPETHbIM MNOoNb3oBaTensiM  Ansl  BbINOSIHEHUS CBOMX CrY>XeOBHbIX
06s13aHHOCTEN), TO €CTb 3aWMTY OT HECAHKLMOHNPOBAHHOIO AOCTYNa;

- obecnevyeHve ayTeHTMdUKaUMW  MNonb3oBaTenen,  yyacTByWOLWMX B
MHpopmaunoHHOM obMeHe (noaTBepXXAeHWe NOANIMHHOCTU OTNPaBUTENS U Nony4vaTens
MHopMauun);

- 3aWwuTy OT HEeCaAHKUMOHMPOBAHHOW MOAMMUKALMW  UCNONb3yEMbIX B
MHPOPMALMOHHBIX cucTemax YnpasreHuss obpasoBaHWSA MPOrpaMMHbIX CPeacTB, a
Takke 3alnTy CUCTEMbl OT BHEAPEHUS HECAHKUMOHWPOBAHHbLIX NPOrpamm, BKo4as
KOMMbIOTEPHbIE BUPYCbI;

- 3aWmnTy MHOPMaLUMK OrPaHNYEHHOMO NOSIb30BaHMSA OT YTEYKM MO TEXHUYECKUM
KaHanam npu ee obpaboTke, XxpaHEHUN 1 nepegaye no KaHanam cBs3u.

3.4. OcHO8HbIe rnymu peweHus 3aday cucmembl 3auumsal



lMocTaBneHHble OCHOBHblE Lenu 3awuTbl U peLlleHne nepeydncrieHHbIX Bbllle
3agay gocturarTcs:

- CTPOrMM Yy4eTOM BCeX Moanexawmx 3awuTte pecypcoB WHPOPMAaLMOHHbBIX
cucTem YnpaeneHusa obpasoBaHus (MHoOpMaLMK, 3agad, JOKYMEHTOB, KaHaNoOB CBA3N,
cepBepoOB, aBTOMaTU3NPOBaHHbLIX pabovnx MecT);

- )XypHanMpoBaHNeM AeNCTBUA NepcoHana, oCyLecTBAILWEero obcnyxmsaHme un
MoaMdUKaUmnIo NPOrpaMMHbIX U TEXHUYECKUX CPEeACTB MHPOPMALMOHHBLIX CUCTEM;

- MOMHOTOW, pearnibHOM BbIMOMHUMOCTbLIO M HEMPOTMBOPEYMBOCTLIO TpeboBaHMN
OpraHu3aunoHHO-pacnopaaMTEnbHbIX  LOKYMEHTOB YnpaeneHus obpasoBaHus no
Bonpocam obecnedeHns 6esonacHoCT! MHPopMaUnm;

- Ha3HayeHMeM [O/MKHOCTHbIX nuy B obpasoBaTenbHbIX  YyYpexXOeHUsXx,
OTBETCTBEHHbIX 3a OpraHM3aumio U OCYLLUECTBMEHNE MPaKTUYECKUX MEPONPUSATUIA MO
obecneyeHunto H6e3onacHOCTU MepcoHarnbHbIX AaHHbIX U npoueccoB ux obpaboTku, a
TakkKe KOHTPOSb 3a UX AEATENbHOCTbIO B AAHHOM HanpaBfeHuuy;

- HageneHuWeMm  Kaxgoro  coTpydHuka  (nonb3oBaTens)  MUHUMAarbHO
HeobXxooMMbIMW  ONS1  BbIMNOMHEHUS UM CBOMX  (PYHKUMOHanNbHbIX 06A3aHHOCTEN
NOSTHOMOYMSIMI MO AOCTYNY K MHPOPMALNOHHBIM pecypcam YnpasneHusi 06pa3oBaHus;

- YeTKMM 3HaHMeEM W CTporMM cobnaeHnem BceMu MOfb3oBaTENAMM
NHAPOPMALMOHHBIX cucTeM YnpasneHust obpasoBaHus TpeboBaHUN OpraHn3aLMOHHO -
pacnopaauTenbHbiX  OOKYMEHTOB MO  Bornpocam  obecneyeHns  ©e3onacHOCTU
NHdopMaLunu;

- NepcoHanbHOW OTBETCTBEHHOCTbIO 3a CBOM AEWCTBUSA KaXOoro COTpyaHuUKa, B
pamkax  CBOMX  (PYHKUMOHamnbHbIX  06A3aHHOCTEW  MMelwero  Joctyn K
MHPOPMaLMOHHBLIM pecypcam YrnpasneHna obpasoBaHus;

- HenpepbiBHbIM MNogaepXaHneM HeobXoAMMOro YpOBHS  3aLLMLLEHHOCTU
3N1eMEeHTOB MHAPOPMaLMOHHON cpeabl YnpasneHus obpasoBaHng;

- NPUMEHEHNEM PUBNYECKMX N TEXHUYECKMX (MPOrpaMMHO-annapaTHbIX) CpeacTs
3alNTbl PECYpCOB CUCTEMbI M HEMNPEPbLIBHOW aAMWHUCTPATUBHOM MOOOEPXKKON KX
MCNOSb30BaHMS;

- 9(pdeKkTMBHbIM  KOHTpPONieM Hag  cobnogeHneMm  nornb3oBaTenamu
MHPOPMALMOHHBIX pecypcoB YnpasneHust obpasoBaHust TpeboBaHMii No o6ecneveHnto
BGesonacHoCTU NHpopmaumu;

- IOpUOVYECKOM  3almnToOM  UHTepecoB YnpaerneHuss oOpasoBaHus  npu
B3aMMOOENCTBUM C  BHELWHMMW  OopraHMsaumsiMm  (CBsi3aHHOM C  obmeHoM
nepcoHanbHbIMW AaHHbIMW) OT NPOTUBOMPAaBHLIX OENCTBUN, KaK CO CTOPOHbI 3TUX
opraHuMsauun, Tak U OT HECAHKLMOHMPOBAHHBLIX ENCTBUIN ODCyXnBalLero nepcoHana
N TPETbUX NKL.

4. OCHOBHBbIE TMPUHUWMBI NMOCTPOEHNA CUCTEMbI BE3OINACHOCTHN
MEPCOHAJIbHbIX OAHHbIX

MocTtpoeHne cuctembl, obecneveHuss 6e30NacCHOCTM MNEPCOHasbHbIX AaHHbIX
Ynpaenenus obpasoBaHusi, U ee YHKLMOHMPOBAHME [OOSDKHblI OCYLLECTBMASATLCA B
COOTBETCTBUM CO CMEeAYHOLNMM OCHOBHBIMU NPUHLMNAMMN:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMMJIEKCHOCTb;

- HEMPEPbIBHOCTb;

- CBOEBPEMEHHOCTb;

- NPEEMCTBEHHOCTb M HENPEPLIBHOCTbL COBEPLLEHCTBOBAHUS;

- pa3yMHas 4OCTaTOYHOCTb (3KOHOMMYECKasa LieniecoobpasHoCTb);

- NepcoHanbHas OTBETCTBEHHOCTb;

- MMHMMN3aLMs NONHOMOYUIA;



- VCKIIOYEHME KOHMIMKTA MHTEPECOB;

- B3aMMOAEWNCTBUE M COTPYAHNYECTBO;

- TMOGKOCTb CUCTEMBI 3aLLMUThI;

- OTKPbITOCTb anropMTMOB U MEXAHM3MOB 3aLUUThI;
- NPOCTOTa NPUMEHEHNS CPEACTB 3aLUNThI;

- 060CHOBAHHOCTb U TEXHUYECKas peanun3yemMocCTb;
- cneumanmsaums n npodeccmoHanmam;

- 06513aTENBHOCTb KOHTPONSI.

4.1. BakoHHOCMb

MpepnonaraeT ocyLeCcTBIEHME 3ALLNTHBIX MEPONPUATUIN 1N pa3paboTKy CUCTEMBI
6e30nacHOCTM NepcoHanbHbIX AaHHbIX YNpaBreHnem obpa3oBaHusi B COOTBETCTBUN C
AENCTBYIOLNM 3aKOHOAATENLCTBOM B 06flacTM 3alimTbl MNEPCOHANbHbLIX AaHHbIX, a
Takke [OpyrMx 3akoHodaTemnbHbIX akTtoB Mo 6e3onacHoctTun WHpopmaunmm PO, c
NMPUMEHEHNEM  BCEX [OO3BOSIEHHbIX METOAOB OOHapyXeHuss U NpecedYeHus
npaBoHapyLweHun npu pabote C nepcoHanbHbIMWU AaHHbIMU. [1pUHATbIE Mepbl
6e30nacHOCTM MNepCcoHanbHbIX OaHHbIX HEe AOMMKHbl  MPEensTCTBOBaTb  AOCTyNy
NpaBoOOXpaHUTENbHbLIX OPraHoB B NPeayCMOTPEHHbIX 3aKOHO4ATENLCTBOM criydasix. Bece
nonb3oBaTenM NMHPOPMALUMOHHBLIX CUCTEM YnpaBneHus obpasoBaHUs AOSMKHbl UMETb
npencraeneHne o6 OTBETCTBEHHOCTW 3a MNpaBOHapyweHust B obnactu obpaboTku
nepcoHanbHbIX OAHHbIX.

4.2. CucmemMHoOCMb

CucteMHbln noaxon K MOCTPOEHUKD CUCTEMbI 3awmTbl  MHpopmaumum B
YnpaBsneHnn  obpasoBaHuMst  npegnonaraet  ydeT  BCEX  B3aMMOCBSI3@HHbIX,
B3aMMOAENCTBYIOLLNX U N3MEHSIOLLMXCS BO BPEMEHN 31IEMEHTOB, YCIOBUA N (DaKTOPOB,
3HaYMMbIX Ons MOHMMaHMS U pelweHnss npobnembl obecneyeHus GesonacHOCTU
NnepCcoHanbHbIX AaHHbIX.

Mpn cozgaHumn cucTeMbl 3amnTbl AOIMKHbI YYUTbIBATLCS BCe cnabble u Hanbonee
ysi3BMMble MecCTa WH(OPMAaLUMOHHBIX CUCTEM YnpaBreHuss obpasoBaHus, a Takke
XapakTep, BO3MOXHble OObLEKTbl W HanpaBfeHMsi aTak Ha Hee CO CTOPOHbI
HapywunTenen (0CO6EHHO BbICOKOKBaNMMUUMPOBAaHHLIX 3M0yMbllwieHHNKOB). Cnuctema
3aWMTbl OOIMKHA CTPOUTBCA C YY4ETOM He TONbKO BCEX W3BECTHbIX KaHarnoB
NPOHUKHOBEHNSA N HECAHKUWMOHMPOBAHHONO AOCTyNa K WMHGOpMauuu, HO U C Yy4eTOM
BO3MOXHOCTU MOSIBIEHNA  NPUHUMNMANbHO HOBbIX MNyTEW peanu3auun  yrpos
B6e3onacHocTu.

4.3. KomnnekcHocms

KomnnekcHoe wucnonb3oBaHMe METOO4OB WM CPEACTB 3aluTbl KOMMbIOTEPHbLIX
CUCTEM npegnonaraeT CcoOrnacoBaHHOEe MPUMEHEHNE pPa3HOPOAHbIX CPeacTB npu
MOCTPOEHUN LENOCTHOM CUCTEMbI 3alnTbl, MNEpPeKpbiBaloLLEe BCE CyLIECTBEHHbIE
(3HauMMmble) KaHanbl peanu3auuu yrpo3 M He coaepxalien cnabblX MeCcT Ha CTblKax
OTAENbHbIX €€ KOMMOHEHTOB. BHewHsis 3awuTta gommkHa  obecneynmBaTthbes
PU3n4ecKkMMn cpeacTsaMmm, OpraHM3aLMOHHbIMU U NPaBOBbLIMU MEPaMU.

4.4. HenpepbigHocmb 3awiumsl

Obecne4eHne ©e3onacHocTu nepcoHanbHbIX JaHHbIX - npouecc,
OCYLLECTBNAEMbI PYKOBOACTBOM YnpaBneHuss obpas3oBaHusl, agMuUHUCTpaTopamm
6e3onacHoOCTM MHMOPMALMOHHBIX CUCTEM W COTPYOHMKAMW BCEX YPOBHEW. OTO He
TONBKO W He CTONbKO Mnpouedypa WM MNOMUTUKE, KOTOpas OCyLLecTBnseTcs B
onpeaernieHHbI OTPE30K BPEMEHW WKW COBOKYNMHOCTb CPEACTB 3alUUThl, CKOSbKO
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npouecc, KOTopblA AOMKEH MOCTOSHHO MAOTU Ha BCEX YPOBHSX BHYTPU YnpaBneHus
obpa3oBaHNsa N Kaxapli COTPYAHWK YnpaBneHus obpas3oBaHWs OOMKEH MPUHUMAaTb
yyactme B 3TOM npouecce. [eAaTenbHOCTb N0 obecnevyeHnto WHGPOPMAaLNOHHOMN
6e3onacHOCTM ABNAETCA COCTaBHOW 4YacCcTblo NOBCEAHEBHOW AEATENbHOCTM YNpaBneHus
obpasoBaHnda. N ee apPeKTUBHOCTb 3aBUCUT OT y4acTUs PYKOBOACTBaA YnpaBreHus
obpasoBaHns B obecneyeHnn WHMopmaUnoHHON 6e30MacHOCTN NepCOoHanbHbIX
AaHHbIX.

Kpome TOro, 60nblUIMHCTBY (PM3MYECKMX N TEXHUYECKMX CPEeACTB 3aliuTbl ANd
3 PEeKTUBHOIO BbINOJSTHEHUSA cBOUX  OPYHKUUKA Heobxoaguma NOCTOSAHHas
opraHusaunoHHas (agMuMHUCTpaTMBHAas) nogaepXka (CBoeBpeMeHHass CcMeHa U
obecneyeHne  nNpPaBUMbBHOMO  XpPaHEHUs M MPUMEHEHUS  MMEH,  naponewn,
nepeonpeneneHne NosIHOMOYUA U T.M.).

MepepbiBol B paboTe cpeAcTB  3awWnTbl  MOryT  ObiTb  MCMNOMb30BaHbI
3M0yMbILWIEHHUKAMN OS19 aHanu3a fnpuMeHsieMblXx MeTogoB U CpeAcTB 3alumThbl, Ans
BHeLpeHUs creumnanbHbIX NPOorpamMMHbIX U annapaTtHbIX "3aknagok" n gpyrmx cpeacts
npeosoneHns 3awnTbl.

4.5. CeoespemeHHOCMb

MpegnonaraeT ynpexgawwun xapaktep Mep obecneyeHus ©GesonacHOCTU
nepcoHanbHbiX [aHHbIX, TO €CTb MOCTAaHOBKY 3aday Mo KOMMMEKCHOW 3alimTte
nepcoHanbHblX  AaHHbIX UM peanu3aumio  Mep  obecnedeHuss GesonacHOCTU
NnepcoHanbHbIX OaHHbIX Ha PaHHUX cTaguax pas3paboTku MHGOPMALMOHHBIX CUCTEM B
LeSfIoM 1 UX CUCTEM 3aLLMTbI, B YACTHOCTMW.

PaspaboTka cuctembl 3almThl JOMKHA BECTMChb NapasnnenbHo ¢ pa3paboTkon m
pasBuUTMEM camMoM 3alumLaeMon MHEPOPMALMOHHON CUCTEMbI. OTO MO3BOSMUT YYECTb
TpeboBaHua 6e30MacHOCTM NPU NPOEKTUPOBAHMM apPXUTEKTYPbl U, B KOHEYHOM cyeTe,
co3gaTtb 6onee apdekTMBHbIEe (Kak MO 3aTpaTtam pPecypcoB, Tak M MO CTOMKOCTM)
cucTeMbl, obnagaroLme JOCTaToOuYHbIM YPOBHEM 3aLLULLIEHHOCTMW.

4.6. [lpeemcmeeHHOCMb U co8epLIeHCMB8o8aHuUe

lMpegnonaraeT MNOCTOSAHHOE COBEPLUEHCTBOBAHWE Mep W CpeacTB 3aluTbl
nepcoHanbHbIX OaHHbIX Ha OCHOBE MPEEMCTBEHHOCTUM OpPraHuU3auMOHHbIX W
TEXHUYECKMX  pEeLleHWin, KagpoBOro COCTaBa, aHanu3a  YyHKUMOHMPOBAHMUS
MHPOPMALMOHHBIX CUCTEM YNpaBneHus obpasoBaHNa U CUCTEMbI €€ 3alUTbl C Y4eTOM
M3MEHEeHUn B MeTodax W CcpeactBax nepexsata WHGoOpMauun, HOPMATUBHbIX
TpeboBaHUN Mo 3alinTe, AOCTUTHYTOrO OTEYECTBEHHOIo U 3apybeXXHOoro onbita B 9TOM
obnactu.

4.7. PazymHas docmamo4YyHOCmb (3KOHOMUYecKasi yesiecoobpasHocms)

MNpegnonaraet coOOTBETCTBME YPOBHSA 3aTpaT Ha obecneyeHne 6esonacHoOCTU
NepcoHanbHblX OaHHbIX LEHHOCTU WH(OPMALMOHHBbIX pPECYypCcOB U  BENUYMHE
BO3MOXHOTO yuwiepba oT nx pasrnalleHust, yTpaTbl, yTEYKM, YHUHTOXEHUSA N NCKAXKEHNUS.

Ncnonb3yemble Mepbl n cpeacTea obecneyeHns 6esonacHocTn
WH(POPMALMOHHBIX PEeCYpCOB HE [OOSMKHbl 3aMeTHO yxydwaTb 3SproHOMU4Yeckue
nokasatenu paboTbl  KOMMOHEHTOB  WH(POPMAUMOHHBIX  CUCTEM  YnpaBneHus
obpasoBaHusa.  ManuwHue  mepbl  ©e3onacHOCTM,  MNOMMMO  3KOHOMMUYECKOW
HeaPEKTMBHOCTU, NPUBOAAT K YTOMIEHWNIO N pasapakeHnto nepcoHana.

Cosgatb abCoOMOTHO HEMPeodOoNUMYKD CUCTEMY  3aliMTbl  NPUHLMNNANBHO
HEBO3MOXHO. [loka nepcoHanbHble AaHHble HaxoaAaTca B obpalleHun, NpuHMMaeMble
Mepbl MOTYT TOMbKO CHW3WUTb BEPOSATHOCTb HEraTMBHbLIX BO3OEWCTBMI Mnu yuiepb oT
HUX, HO HE WCKIYUTb MX MOMHOCTbIO. [MpyM JOCTAaTOYHOM KONMYECTBE BPEMEHU U
CpeacTtB  BO3MOXHO npeogoneT by 3awuty. [1oaTomMy wumeeT  CMbICH



paccMaTpuBaTb HEKOTOPbIA MpUEMIEMbIN  ypoBeHb obecneyeHnss GesonacHOCTMW.
BbicokoahhekTMBHAA cucTema 3almTbl CTOMT OOpOro, ucnonb3dyeT npu paboTte
CYLLECTBEHHYKO 4acCTb PECYpCOB M MOXET Cc03[aBaTb OLYTUMbIE AOMNOSNHUTENbHbIE
HeynobcTBa nonb3oBaTensam. BaxHo npaBunbHO BbiGpaTb TOT 4OCTATOYHbLIA YPOBEHb
3aWmThl, NpU KOTOPOM 3aTtpaTtbl, PUCK W pa3Mep BO3MOXHOro yuepdba Obinn Obl
npMemnemMbiMU.

4.8. lNepcoHarnbHass omeemcmeeHHOCMb

lMpepnonaraet BO3f0OXeHMEe OTBETCTBEHHOCTU 3a obecneyeHne Ge3onacHoCTU
nepcoHanbHbIX AaHHbIX N CUCTEMbI MX 0O6paboTkM Ha KaK4oro CoTpyaHuKa B npegenax
€ero mnofiHomoumn. B cooTBETCTBMM C 3TUM NPUHLMMIOM pacnpegeneHne npae u
006s3aHHOCTEN COTPYAHMKOB CTPOUTCA Takum obpa3oMm, 4Tobbl B cnyyae ntoboro
HapyLLEeHWs Kpyr BUHOBHMKOB Obifl YETKO M3BECTEH UIN CBEOEH K MUHUMYMY.

4.9. Munumu3sayusi nonHomoyuu

O3HavaeT npegocTaBrieHWe MNonb3oBaTeENsIM MUHUMAanNbHbLIX MNpaB AocTyna B
COOTBETCTBUN CO cnyxebHon HeobxoammocTbio. [OCTyn K MepcoHasnbHbIM AaHHbIM
AOSDKEH NMPEeaoCTaBnATbLCS TONMbKO B TOM crydae n obbeme, ecnn 310 Heob6XxoaMMO
COTPYAHVKY O5151 BbINOSTHEHUS €r0 AOIMKHOCTHBLIX 06A3aHHOCTEN.

4.10. UcknrodeHue KOHGUKmMa uHmepecos (pasdeneHue hyHKUUU)

OddekTnBHaa cuctema obecneveHns uMHGOpMaLMoHHOM  ©6e3onacHOCTU
npegnonaraet 4eTkoe pasgeneHne o06a3aHHOCTEN COTPYOHUKOB W UCKMNOYEHME
cutyauun, korga cdpepa OTBETCTBEHHOCTUM COTPYOHMKOB [OMycKaeT  KOHQMUKT
nHtepecoB. Cdoepbl  MOTEHUMAnbHbIX  KOHQMKTOB  AOMMKHbl  BbISABMASATLCS,
MUHUMU3MPOBATLCHA, W HaxoauTbCA No4 CTPOrMM  HE3aBUCKMMbIM  KOHTPOSEM.
Peanusauua gaHHoro npuvHUMna npeanonaraeT, YTO HU OOAWH COTPYAHWK HE OO0JDKEH
MMETb MOSIHOMOYUN, MO3BOMAOWNX €My €eOUHOSNIMYHO OCYLIECTBNATb BbINOMHEHME
KPUTUYHBIX onepauun. HageneHue COTPYAHWKOB MNOSTHOMOYMSIMUM, MOPOXAAKOLWMMU
KOH(MMKT WHTEpecoB, LaeT eMy BO3MOXHOCTb NOoATacoBbiBaTb WHGOpMauUuMio B
KOPBICTHBIX LeNisaX Unun ¢ Tem, 4tobbl CKpbITb NPOBnemMbl UM NOHECEHHbIE YObITKW. [ns
CHWXXEHUS pUCKa MaHUMynMpoBaHUS MepPCOHanbHbIMU OAHHBIMU U PUCKA XULLEHWUS,
Takme MOMHOMOYMS OO0SDKHbI B MaKCMMarbHO BO3MOXHOW CTeneHn ObiTb pasgeneHbl
MeXay pasnnUYHbIMK COTPYLAHMKaMM U noapasaeneHnammn YnpasneHus obpasoBaHus.
Heobxognmo npoBOoaUTL Nepuoanyeckne npoBepkn o0Bsi3aHHOCTEN, (PYHKUMN U
AEATENbHOCTU COTPYAHMKOB, BbIMOSTHAIOLWMX KMoYeBble (PYyHKUMK, C TEM, YTOObI OHU He
MMenuM BO3MOXHOCTWU CKpbiBaTb COBEpLUEHNE HemnpaBOMEpPHbIX AencTBuin. Kpome Toro,
HeobxoQMMO NpuvHMMaThb CcheumanbHble Mepbl MO HEeAOMyLEeHUIO CroBopa Mexay
COTPYAHNKaMW.

4.11. Bzaumodelicmgue u compyOHU4eCM80o

lMpepnonaraet cos3gaHve  GnaronpuaTHOW  atMocdepbl B KOMNEKTUBE
YnpaBneHna obpasoBaHund. B Takonm 06CTaHOBKE COTPYOHUKM AOOSTDKHbI OCO3HAHHO
cobnogaTb YCTAHOBMEHHblE MpaBuna WM OKa3bliBaTb COAEWUCTBME OEATENbHOCTU
aAMUHUCTpaTOpoB 6e30nacHOCTM MHAPOPMAaLMOHHBLIX CUCTEM NEPCOHabHbIX AAaHHbIX.

BaxHbiM anemeHTOM adpekTuBHOM cuctembl obecneveHms 6GesonacHOCTU
nepcoHanbHbIX AaHHbIX YNpaBneHuem o00pa3oBaHusA SABNSETCA BbiCOKas KynbTypa
paboTel ¢ wuHGopmaumen. PykoBoactBo YnpaeneHuss obpasoBaHWA  HeceT
OTBETCTBEHHOCTb 3a CTpOroe cobnogeHne 9TUYEeCKUMX HOPM U CTaHO4apToB
npodeccnoHanbHOM  OEATENbHOCTM,  MoAYepKuMBawWwend U AEeMOHCTPUPYHOLLEN
nepcoHany Ha BCeX YPOBHSX BaXXHOCTb obecneyeHnsa nHopmaLMoHHON B6e3onacHOCTH
YnpasneHnem obpasoBaHud. Bce coTpyaHuku YnpaBneHus obpas3oBaHWs OO0SDKHbI



NoHMMaTb CBOK PosSib B npouecce obecneveHuss MHPoOpMaunoHHon 6e3onacHoCTn U
NpMHUMaTb y4acTue B 3TOM npouecce.

HecmoTpa Ha TO, 4TO BbIiCcOKas KynbTypa obecnedyeHns uHGPOPMaLMOHHOM
6e3onacHOCTM He rapaHTUpyeT aBTOMaTU4YeCKOro OOCTUXKEHWUS Luenen, ee OTCyTCTBuE
cosfgaeT Gorblle BO3MOXHOCTEN AN HapyLlleHns 6e30nacHOCTU U He OBHapyXeHus
(haKkToOB ee HapyLUEHWs.

4.12. lubkocmb cucmemsbl 3auumsl

Cuctema obecnedyeHnss wuHGoOpMauMoHHOM 6e3onacHOCTU AoSmKHa  ObiTb
cnocobHa pearMpoBaTb Ha W3MEHEHWUS BHELLUHEW cpefbl U YCNOBUA OCYLLECTBNEHNS
YnpaBneHnem obpasoBaHns cBoen AeATENBHOCTU. B YnCno Takmx n3aMeHeHnn BXOOAT:

- WN3MEHEHWs1 OpPraHU3auuoOHHOW W  LWTATHOW  CTPYKTYpbl  YNpaBneHus
obpasoBaHus;

- W3MEHEeHWe CyLEeCTBYOLWNX WA BHEAPEHWE MNPUHUMMMANBbHO  HOBbIX
NHAPOPMALNOHHBIX CUCTEM,;

- HOBble TEXHMYECKME CpeacTBa.

CBonCcTBO MMBKOCTM cucTeMbl obecnevyeHnsa uHGOopMauMoHHOM ©e30onacHoOCTU
n3baBnsaeT B TakMX CUTyaunsaX OT HEOOBXOAMMOCTM MPUHATUA KapAWHanbHbIX Mep Mo
NMOSIHOM 3aMeHe CpeacTB M METOOOB 3alUMTbl HAa HOBbIE, YTO CHMXaeT ee obLuyto
CTOMMOCTb.

4.13. OmKpbiImocmbe an2opummos U MexaHu3mMos8 3auumal

CyTb NpMHUMNA OTKPLITOCTM anroOpUTMOB 1 MEXAHU3MOB 3aLUUTbl COCTOUT B TOM,
4YTO 3awWmTa He [OoMmkHa obecnedmBaTbCA TOMbKO 3a CYET CEKPETHOCTM CTPYKTYPHOW
opraHmMsauun n anropMtMoB (PYHKLUMOHMPOBAHUS ee NoacucTteM. 3HaHMe anropuTMoB
paboTbl CUCTEMbI 3alLUUTbl HE OOMKHO AaBaTb BO3MOXHOCTU ee MpeoaoneHuns (gaxe
aBTopam). OTO, OAHAKO, HE O3HA4aeT, YTo MHGopmaLms 06 NCNONb3yeEMbIX CUCTEMAX U
MexaHM3Max 3alumTbl 4OMmKHa ObiTb 06LWeaocTynHa.

4.14. Nbocmoma npumeHeHus cpedcmes 3awumel

MexaHn3mbl 1 MeToAbl 3aLLMTbl AOSMKHbI OblTb MHTYUTUBHO MOHATHBI U NPOCThI B
ncnonb3oBaHuun. MNpumeHeHne cpeacTB U METOAOB 3alUMTbl HE AOIMKHO ObITb CBA3AHO
CO 3HaHMEeM cneumasnbHbIX $3blKOB WM C BbIMNOMIHEHMEM [OENCTBUN, Tpebytowmx
3HauYUTENbHbIX AOMNOSTHUTENbHbIX Tpygosartpar npwu 00bI4HOM paboTte
3aperncTpupoBaHHbIX Monb3oBaTenen, a Takke He [JofmkHO TpeboBatb OT
NoNb30BaTess BbINOSIHEHUST PYTUHHBIX MANOMNOHATHBLIX €My Onepauui.

4.15. ObocHogaHHOCMb U MEeXHUYecKas peasiu3yemMocmb

MHdopMaumMOHHbIE TEXHOMOrMKM, TEXHUYECKMe W nporpamMMHble CpeacTea,
cpeacTBa U Mepbl 3alUUTbl NEepcoHarnbHbIX AaHHbIX OOMKHbI ObITb peanu3oBaHbl Ha
COBPEMEHHOM YPOBHE pa3BUTUS HAyKM W TEXHUKUM, OBOCHOBAHbI C TOYKU 3PEHUS
OOCTMXXEHUSI 3afaHHOro YpoBHS 6e3onacHoCcTU WMHGOPMaUUM M SKOHOMUYECKOW
LuenecoobpasHoOCTU, a Takke AOSMKHbl COOTBETCTBOBATb YCTAHOBMNEHHbLIM HOpMaM U
TpeboBaHUAM No 6e30nacHOCTN NepcoHanbHbIX AaHHbIX.

4.16. Cneyuanu3auyus u rnpogeccuoHaIu3m

Mpepnonaraet npueneyeHne kK paspaboTke CPeacTB U peanvsauun Mep 3alinTbl
nepcoHanbHbIX AaHHbIX cneunanm3npoBaHHbIX opraHusauun, Hanbonee
NOArOTOBMEHHbLIX K KOHKPETHOMY BMAY OeATenbHOCTU no obecneyeHnto 6e3onacHoCTm
WH(POPMALMOHHBIX ~ PEecypcoB, MMEILWMX  ONbIT  NpakTuyeckon  paboTbl u
rocy4apCTBEHHYIO NIMLEH3UIO Ha NpaBoO OKasaHus ycnyr B aton obnactu. Peanusauns



AOMUHUCTPAaTUBHbIX Mep W 3KCrJiyatauna cpencrts 3alnTtbl OOJKHA OCYLLECTBIIATbCA
I'IpO(*)eCCI/IOHaJ'IbHO noaroTosJrieHHbIMU crieunannctamm yl'lpaBJ'IeHI/IFI o6pasoBaH|/|9|.

4.17. O6s3amesibHOCMb KOHMPOJIS

Mpeononaraet 06a3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISBIEHUSA U NpeceyeHns
MOMbITOK  HapyleHus YCTAHOBMNEHHbIX npaBun, obecneyeHns ©e3onacHOCTU
nepcoHanbHbIX [aHHbIX, Ha OCHOBE WCMNOMb3yeMbIX CUCTEM W CPEeACTB 3aluTbl
NnepcoHanbHbIX [aHHbIX, MNPVX COBEPLUEHCTBOBAHUM KPUTEPUMEB WM METOAOB OLEHKM
3APPEKTUBHOCTU ITUX CUCTEM N CPELCTB.

KoHTponb 3a [OeATenbHOCTbIO NOGOro nonb3oBaTens, KaXaoro cpeacTtsa
3aWnTbl 1 B OTHOLWEHUN NMoboro obbekTa 3alnTbl OSMKEH OCYLLECTBNATLCHA HAa OCHOBE
NPUMEHEHNSA CPEACTB ONepaTUBHOrO KOHTPOMNS U pernctpauumn n OoShKeH OXBaTbiBaTb
KaK HeCaHKUWOHUPOBaHHbIE, TaK U CaHKLMOHMPOBAHHbIE AEACTBUS NoSb3oBaTenen.

Kpome Toro, adpektuBHas cuctema obecnedeHnss WUHAPOPMaLMOHHOMN
GesonacHocTn TpebyeT Hanuuna apekBaTHOM WM Bceobbemnowen uHdpopmaumm o
TeKyLeM COCTOSIHMM MPOLIECCOB, CBA3AHHbLIX C ABMKEHNEM MHOPMaLUN U CBEAEHUI O
cobnogeHnn yCTaHOBMEHHbIX HOPMAaTUMBHbLIX TpeboBaHWK, a Takke OOMNONHUTENbHOM
NHOpMaUUKN, MMerLen OTHOLWIEHNE K MPUHATUIO pelleHud. WHdopmaums [ormkHa
ObITb HAQEXXHOW, CBOEBPEMEHHON, OCTYMHOM 1 NPaBUNbHO OPOPMIIEHHON.

Hepoctatkm cuctembl  obecrneyeHnss UHOpPMaUUOHHOM  ©e30nacHoCTy,
BbISIBNEHHbIE  COTPyOHUKaMK YnpasneHuss oOpasoBaHWA OOSPKHbl  HeMeLneHHO
AOBOANTLCA A0 CBeAEHUsA pykoBoauTensa YnpasneHus obpasoBaHuWs M OnepaTUMBHO
YyCTpaHATbCA. Bonpockl, KOTOpble KaXyTCA He3HauuTesnbHbIMK, KOoraa OTAerbHble
NpoLeCChl paccMaTpMBatOTCA M30NIMPOBAHHO, NP PAaCCMOTPEHUN UX HapsiAy C ApYruMu
acrnektamum MOTyT ykasaTb Ha oOTpuuaTernbHble TeHOeHUUW, rpossilume nepepactn B
KpYnHble HeQOCTaTKW, eCnv OHM He ByayT CBOEBPEMEHHO YCTPaHEHbI.

5. MEPbI, METOObI N CPEACTBA OBECINEYEHNA TPEBYEMOIO YPOBHA
SAWLNTBI NHPOPMALIMOHHbBIX PECYPCOB

5.1. Mepbi obecrieqyeHus uHghopmayuoHHol be3ornacHocmu

Bce mepbl obecneveHnsa 6e3onacHOCTU MHGOPMALMOHHBLIX CUCTEM YNpaBneHns
obpa3oBaHng noapasfensaTca Ha:

- NpaBoBble (3aKOHOAATENbHbIE);

- MOparbHO-3TUYECKME;

- TEXHONOIMYECKME;

- OpraHM3aumMoHHble (aAMUHUCTPATUBHBIE);

- om3nyeckue;

- TexHn4Yeckme (annapaTtypHble U NPOrpaMMHbIE).

5.1.1. BakoHogaTenbHble (NpaBOBbIE) MEPbI 3aLLUTDI

K npaBoBbIM MepaM 3alunTbl OTHOCATCH AENCTBYIOLLME B CTPAHE 3aKOHbI, yKa3bl
N HOPMAaTUBHbIE aKTbl, pernameHTupylowme npasuna obpalweHna ¢ nepcoHanbHbIMM
AAHHbIMKM, 3aKpenngawwme npasa M 00683aHHOCTU YYACTHUKOB MHGOPMALMOHHbBIX
OTHOLLEHMI B npouecce nx o6paboTkn n UCNonb3oBaHWs, a Takke yCTaHaBnvBalLine
OTBETCTBEHHOCTb 3a HapylleHust aTux npaswn. [lpaBoBble Mepbl 3aluTbl HOCAT B
OCHOBHOM ynpexaawLwmmn, npounakTMyecknin xapaktep M TpebylT NOCTOSHHON
pasbsaCHUTENbHOW paboTbl C nonb3oBaTendaMu U obCnyXmBarLwmMm nepcoHanom
MHPOPMALMOHHBIX cUCTEM YnpaBneHnsa obpasoBaHus.

5.1.2. MoparnbHO-3TU4YeCcKne Mepbl 3aLLnTbI
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K MopanbHO-3TU4eCKMM MepaM OTHOCSTCA HOPMbl MOBEOEHUsi, KOTopble
TPaAVUMOHHO  CIOXMAWUCb WM CKNagblBalTCA N0 Mepe  pacnpoCTpaHeHus
MHAPOPMALMOHHBIX TEXHosormim B obwectBe. OTM HOPMbl Oonbllen 4YacTblo He
ABNATCA 00s3aTeNbHbIMK, Kak 3aKOHOAATENbHO YTBEPXAEHHbIE HOPMATUBHbBIE aKTbI,
OfHaKo, UX HecobniogeHne MOXEeT MPUBECTM K MAOEHW0 aBTopuTeTa, NpecTuxa
yenoseka, rpynnbl nuy unu YnpaeneHusa obpasoBaHus B uenom. MopanbHo-aTnyeckme
HOpPMbl ObIBAIOT KaK HENMCaHble, TaKk U MUCaHble, TO eCTb OPOPMIIEHHbIE B HEKOTOPbIN
ceog (yctaB) npaBun wnu npeanucaHuin. MopanbHO-3TMYECKME Mepbl  3alunTbl
ABNATCA nNpodmnakTMyeckumm u TpebylT MOCTOSHHOM paboTbl MO  CO34aHUIo
3[0POBOro MOparibHOro KnMmarta B KOSeKTUBE.

5.1.3. TexHonornyeckme mMepbl 3aunThbI

K paHHOMy BuAy Mep 3awmTbl OTHOCATCA pPas3HOro popa TexHoornveckue
peLeHnsa 1 NnpuemMbl, OCHOBaHHbIE HA UCMOMb30BaHUN HEKOTOPLIX BUAOB M3ObITOYHOCTH
(CTpyKTYpHOW,  OYHKUMOHANbHOW, WHAOPMALUNOHHOW, BPEMEHHOMW U T.N.) W
HanpaBfieHHble Ha YMEeHbLUEeHNEe BO3MOXHOCTU COBEpPLUEHUS] COTPYOAHMKaMWU OLIMOOK n
HapyLleHW B paMKax NpefoCTaBneHHbIX UM MpaB U NOSTHOMOYUIA.

5.1.4. OpraHn3aumoHHble (aAMUHUCTPATUBHbBIE) MEPbI 3aLUUTbI

OpraHu3aumoHHble  (aAMUHUCTPATUBHbBIE) Mepbl  3alWuTbl - 3TO  Mepbl
OpraHM3auUnoHHOIO XapakTepa, perfaMeHTUpylowme npouecchbl (OYyHKUMOHMPOBaHMUS
cucteMbl  06paboTKM  MepcoHanbHbIX  AaHHbIX, WCMONb30BaHWE ee pPecypcos,
AEeATENbHOCTL OOCMyXXMBAlOLLEro nepcoHana, a Takke MopsAoK B3auMogencTBust
nonb3oBaTtenien c cuctemMom Takmm o6bpasom, 4Tobbl B Haubornbllen CcTeneHn
3aTpyagHUTb WM UCKIIOYUTL BO3MOXHOCTb peanu3aumm yrpo3 6e3onacHoCcTn wunu
CHU3UTb pa3mep NoTepb B Cryvae ux peanusauumu.

5.2. @opmuposaHue nonumuku besonacHocmu

MaBHas uUenb agMUHUCTPATUBHBLIX Mep, MpeanpuHMMaeMblX Ha BbICLLIEM
yrnpaBrieH4eCKOM ypoBHe - cdopmupoBaTb MNONUTUKY B obnactm obecneyeHus
Ge3onacHOCTM  MepcoHarnbHbIX  AaHHbIX  (OTpaxarolwyt nogxodbl K  3awwmTte
nepcoHanbHbiX AaHHbIX) M obecneynTb ee BbINOMHEeHWe, Bblaensis Heobxogumble
pecypcbl U KOHTPONUPYS COCTOsIHME Aen.

C npakTU4eckon TOYKM 3peHns NonnTuKy B obnactu obecneyeHns 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX B YNpaBneHun obpasoBaHusa LenecoobpasHo pa3buTb Ha ABa
ypoBHS. K BeEpxHEMy YpPOBHIO OTHOCSITCA peLUeHMs PYKOBOACTBA, 3aTparvearoLimne
AeaTenbHOCTb YnpasneHuss obpasoBaHua B uernoM. [lonutuka BepXHEro YpOBHS
AOIMKHA YEeTKO 04epTUTb cdhepy BRAMSIHUMSA M OrpaHMYEHUs Npu onpedeneHun uenen
Ge3onacHOCTM  MepcoHanbHbIX  [aHHblX,  ONpeaennTb  KakuMmu  pecypcamu
(MaTepuanbHble, CTPYKTYPHblE, OpraHM3auMOHHbIE) OHU ByayT AOCTUTHYTbI, U HaWUTK
pasyMHbIl  KOMAPOMWUCC  Mexay npuemnembiM  ypoBHem  6e3onacHocTn  u
PYHKLUMOHANbHOCTbIO.

MonnTrka HWXHEro ypoBHS, onpegensieT npouenypbl, U NpasBuna AOCTUXKEHUSA
uenem u peweHna 3agady 6e30MacHOCTM MepCOoHarnbHbIX AaHHbIX W OeTanu3upyet
(pernameHTUpyeT) 3TN Npasuna:

- KaKOBbl PONN N 00513aHHOCTN OOJMKHOCTHBIX MWL, OTBEYarLme 3a npoBeaeHue
nonuTUKM 6€30NacHOCTM NEePCOHanbHbIX OAHHbIX;

- KTO UMeeT npaBa [OCTyna K MNepcoHanbHbIM AaHHbIM, KTO W MNPU KaKux
YCNOBUSAX MOXET Yntath 1 MOANMULNPOBATL NEPCOHANbHbIE AAHHbIE U T.A4.

MonnTrKa HWXHEro ypoBHSA A0SMKHA:
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- npegycmaTpvBaTtbh pernameHT UHOPMALMOHHBIX OTHOLLEHWI, UCKIYaoLWmX
BO3MOXHOCTb MPOU3BOSIbHbIX, MOHOMOSbHbLIX UM HECAHKLMOHUPOBAHHbIX AENCTBUNA B
OTHOLLUEHUN MHCPOPMALIMOHHBLIX PECYPCOB;

- onpepensiTb KoanuMUMOHHbIE W MepapxXuyeckne npUHUMMNLI M MeToAbl
pasgeneHns CEKPETOB M pasrpaHMYeHnst 4OCTyNa K NepcoHanbHbIM AaHHbIM;

- BblbMpaTh NporpaMMHO-TEXHUYECKNE (annapaTHble) cpeacTea
NPOTUBOAENCTBUS HECAHKLMOHMPOBAHHOMY AOCTYMy, ayTeHTMduKaumm, aBTopu3aumm,
naeHTUdUKaLnmM 1 gpyrux

3alMTHBIX MexaHu3MoB, obecneuMBaloWMX rapaHTUM peanu3aumm npaB WU
OTBETCTBEHHOCTU CYyObEeKTOB MHPOPMALIMOHHBLIX OTHOLLIEHWIA.

5.3. PeenameHmauyusi docmyra 6 rnomMeu,eHusi

KOMMNOHEHTbI MHGOPMAUUNOHHBLIX cUCTeM YnpaBreHusi obpa3oBaHUs OOSTKHbI
pasMeLllaTbCa B MOMELLEHUSX, HaXOAAWMXCA No4 OXpaHOW unn HabnwgeHuem,
NCKNIOYaoLWMM  BO3MOXHOCTb  GECKOHTPOMNBbHOMO MPOHUMKHOBEHUST B MOMELLEHUS
NMOCTOPOHHUX NUL, KU obecnevmBaloWnM HUNYECKYID COXPaHHOCTb Haxo4sLWMXCA B
NoMeLLeHNN 3aLunLLLaeMbiX pecypcoB (okymeHToB, APM n 1.n.). Y6opka Takmx

NMOMELLEHNA  OOfMKHA  NPOU3BOAUTBCS B MPUCYTCTBMM  OTBETCTBEHHOrO
COTPYAHMKA, 3a KOTOpPbIM 3aKpenreHbl OaHHble KOMMOHEHTbI, ¢ cobniogeHnem Mmep,
MCKNIOYaoLWmMX AOCTYN MNOCTOPOHHUX §uL, K 3awuwaemMbiM  MHEPOPMaLMOHHBLIM
pecypcam.

Bo Bpemsa 06paboTkM nepcoHanbHbIX AaHHbIX B TaKMX MOMELLEHUSX OOIDKEH
NpUCYTCTBOBATb TOSMbKO MNepcoHarn, AOMNyweHHbIn K paboTe € nepcoHanbHbIMU
AaHHBIMW.

3anpewaeTcsa npuveM noceTuTenen B MOMELUEHUsX, Korga OcCyLlecTBnsercs
obpaboTka nepcoHanbHbIX AaHHbIX.

Mo oOkoHYaHuM paboyero [OHS, MOMELEHUs, B KOTOPbIX pasMeLLalTcs
KOMMNOHEHTbI MHAOPMALMOHHBLIX CUCTEM YnpaBneHus obpasoBaHUs, 3anuparoTca Ha
knod. 3gaHve  YnpaBneHus obpasoBaHUS  OXPaHSETCS  YacCTHbIM  OXPaHHbIM
npeanpusiTueMm.

5.4. PeenameHmayuss  donycka compyOHUKO8 K  UCMOJIb308aHUI0
UHOPpMaUUOHHbIX pecypcos

B pamkax paspelumTenbHOM cucTeMbl (MaTpuubl) OOCTyna ycTaHaBNUBaeETCA:
KTO, KOMY, Kakyl MH(OpMauMio M Ofs Kakoro Buaa OCTyna MOXeT npeaocTaBuUTb U
NPV Kaknx yCnoBusX.

Hdonyck nonb3oBaTenen Kk pabote C UHPOPMAUNOHHLIMA  CUCTEMAMM
YnpaBneHna obpasoBaHus W JOCTYN K €e pecypcam [JormkeH ObiTb  CTporo
pernameHTupoBaH. JliloOble Wn3MEeHeHMs cocTaBa W MOSIHOMOYMA MONb30BaTenen
NOACUCTEM OOITKHbI NPON3BOANTLCS YCTAHOBMEHHbLIM MOPSLKOM.

YpoBeHb MOSTHOMOYMIA KaXXO4Ooro nosnb3oBaTtens onpefensieTca MHavmeBuayarbHo,
cobnogasa cneaywowme TpeboBaHus:

- KaXgbll COTPYOHUK NONb3yeTcsl TOSMbKO NpeanucaHHbIMM emy npaBaMu Mo
OTHOLLUEHMIO K MNepCoHanbHbIM OaHHbIM, C KOTOpbiIMM emy Heobxoguma paboTa B
COOTBETCTBUN C [OOSMKHOCTHbIMW 06s3aHHOCTSAMKU. PacwumpeHne npasB goctyna wm
npegocTaBneHne p[octyna K AOMOMHUTENbHbIM  MHAOPMALMOHHBIX pecypcam, B
obszaTtensHOM  nopsgke, AOMKHO  COrnacoBbiBaTbCA € afMUHUCTPATOPOM
6e3onacHOCTM MHAPOPMALMOHHBIX CUCTEM NEPCOHANbHbBIX AAHHbIX;

- HayanbHuK YnpaBneHuss obpasoBaHMsi UMeEeT npaBa Ha MNpPOCMOTP
WHpopMauun  CBOMX MNOAYUMHEHHBLIX TOMbKO B  YCTAHOBMEHHbLIX nNpegenax B
COOTBETCTBUWN CO CBOUMM AOMKHOCTHBIMU 0B6A3aHHOCTAMM.

Bce coTpygHukn YnpasneHua obpasoBaHus un obcnyxuBarowmi nepcoHan,
OOMMKHbI HECTU MepCcOoHarnbHYK OTBETCTBEHHOCTb 3a HapyLeHWs YCTaHOBIIEHHOMO
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nopsgka o6paboTkM nepcoHanbHbIX AaHHbIX, MPaBWM XPaHEHWSs, WUCMOMb30BaHUA U
nepefaym HaxoAdaWMXCA B WX PaCropsiKeHUU 3alluliaeMblX pPecypCcoB CUCTEMbI.
Kaxxabih coTpygHuK (Npu npyeme Ha paboTy) AOSMKEH nognucbiBatb 0693aTenbCTBO O
cobnogeHnn n OTBETCTBEHHOCTM 3a HapylUeHMe YCTaHOBIIEHHbIX TpeboBaHui no
COXPaHEHMIO NEePCOHanbHbIX AaHHbIX YNpaBneHus obpasoBaHus.

O6paboTka nepcoHarnbHbIX AaHHbIX B KOMMOHEHTaX MHAOPMALMOHHbIX CUCTEM
YnpasneHusa obpasoBaHMsa LOMKHA NPON3BOAUTBLCS B COOTBETCTBUUN C YTBEPXKAEHHBIMU
TEXHOMNOrMYECKUMU UHCTPYKLUMSIMWA.

5.5. PeanameHmauusi rnpoyeccos obcnyxueaHus U  OCyuwecmersieHus
ModOuuKayuu annapamHbiX U rnpoepaMmMHbIX pecypcos

B uenax nogaepxaHus pexuma MHgopMaunoHHoW 6e3onacHOCTM annapaTtHo -
nporpamMmHas  KoHdUrypauus aBTOMaTU3MPOBaAHHbIX paboymx MecCcT COTPYLHUKOB
YnpaesneHna obpasoBaHUsl, C KOTOPbIX BO3MOXEH [JOCTyn K  pecypcam
MH(POPMALMNOHHBIX CUCTEM, JOMKHA COOTBETCTBOBATb KPYry BO3MOXEHHbIX Ha OaHHbIX
nonb3oBaTtesien PyHKUNOHaNbHbIX 06A93aHHOCTEN.

B koMnoHeHTax MHPOPMAUMOHHBLIX CUCTEM U Ha paboymx MecTax
nonb3oBaTesien [OOMKHbl  YCTaHaBMMBATbCA W UCMNOMNb30BATbCA  JIMLEH3NOHHbIE
nporpaMmHble cpeacTsa.

5.6. ObecrnieyeHue u KOHMPOJb ¢busuyeckol uyerocmHocmu (HeusmMeHHocmu
KOHgbuz2ypayuu) arnrnapamHbiX pecypcos

O6opynoBaHne WHMPOPMALMOHHBIX CUCTEM, UCMNONb3yeMoe nAfs JocTtyna W
XpaHeHUsi NepCcoHanbHbIX AaHHbIX, K KOTOPOMY OOCTYN 0B6CnyXMBalLlero nepcoHana B
npouecce aKcnyatauum He TpebyeTcd, nocne Hanago4vHbIX, PEMOHTHbIX U UHbIX paboT,
CBSA3aHHbIX C JOCTYMNOM K €r0 KOMMOHEeHTaM LOMKHO 3aKpblBaTbCS.

5.7. [Nodbop u nodzcomoeka repcoHasia, obydyeHue rosib3ogamersel

Monb3oBaTtenu MHAOPMALMOHHBLIX CUCTEM YNpaBneHust obpa3oBaHus, a Takke
PYKOBOLALWMIA N 0BCNy>XMBAKOLWMA NEepPCoHan OOMKHbl ObiTb O3HAKOMIIEHbI CO CBOMM
YPOBHEM MOMTHOMOYNA, @ TakkKe OpraHn3auMOHHO-PaCNoPSAMTENbHON, HOPMAaTUBHOWN,
TEXHUYECKOM W 3IKCNIyaTauuoHHOW OOKYMEHTauuen, onpegensiowen TpeboBaHus u
nopsaok 06paboTkn NnepcoHanbHbIX AaHHbIX YnpasneHnem obpasoBaHus.

Ob6ecneyeHne 6e30nacHOCTN NepCOHarnbHbIX AaHHbIX BO3MOXHO TONbKO Mocne
BbIpaboOTKM y nonb3oBaTenen onpeneneHHon KynbTypbl paboTbl, T.e. HOPM,
obs3aTtenbHbIX AN UCMOSIHEHUS BCEMMU, KTO paboTaeT C WMHAOPMALNOHHBLIMU
pecypcamu YnpaeneHus obpasoBaHusa. K Takmm HOpmam MOXHO OTHECTM 3anpeLieHne
NMOObLIX  YMBIWIEHHbIX  WAW  HEYMbILWMEHHbIX  OEWCTBUA, KOTOpblE  HapyLliawT
HOpMmarnbHyt0 paboTy KOMMOHEHTOB MH(OPMAUMOHHbLIX CUCTEM  YnpaBneHus
obpasoBaHus, Bbi3blBAlOT  OOMOMHUTENbHbIE  3aTpaTbhl  PEcypcoB, HapyLwawT
LeNIOCTHOCTb XpaHumon u obpabaTtbiBaemMon MHGPOPMaLMK, HapyLawT WHTEpEeCHI
3aKOHHbIX NONb30BaTenen, Bnagensues UM coGCTBEHHNKOB.

Bce nonb3oBatenu uWHAOPMALMOHHBLIX CUCTEM YNpaBneHuss obpasoBaHus
AOITKHbI ObITb O3HAKOMIEHbI C OPraHN3aLMOHHO - pacrnopsanTeNbHbIMU OOKYMEHTaMu
no obecnevyeHnto 6e30MNacHOCTM NepcoHarnbHbIX AaHHbLIX YNpaBneHus obpa3oBaHus, B
4yacTu, UX Kacarowencs, AOIMKHbl 3HaTb U HEYKOCHUTENbHO BbIMOMHATL UHCTPYKUUM U
3HaTb 0bLwme obsizaHHOCTU no obecneyeHuto 6e30nacHOCTM MEePCOHaNbHbIX OaHHbIX.
[oBeneHne TpeboBaHUN yKa3aHHbIX AOKYMEHTOB OO0 NWL, AONYLEHHbIX K o6paboTke
3alMLLIaeMbIX NepCoHarbHbIX AaHHbIX, OSPKHO OCYLLECTBNATLCS NOL4 POCMUCSH.

5.8. OmeemcmeeHHOCMb 3a  HapyweHUsi yCcmaHOo8/1eHHO20  [1opsiOKa
M0/1b308aHUsT pecypcamu UHGhOpMaUyUOHHbIX cucmem YrnpaesnieHusi obpa3osaHus
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Mepa OTBETCTBEHHOCTU NepcoHarna 3a AeWCTBUS, COBEepLUEHHble B HapyLleHue
yCTaHOBMEHHbIX NpaBun obecnevyeHns ©GesonacHon paboTbl C NepcoHarbHbIMK
AaHHbIMW, OOSMPKHA ONpeaenaTbCa HaHeCeHHbIM yuepbom, Hanmunem 3roro ymbicna u
ApYrMMmn dhakTopamm no yCMOTPEHMIO PYKOBOACTBA YnpasrneHnss obpasoBaHums.

[nsa peanusauuu npuHumMna nepcoHanbHOM OTBETCTBEHHOCTU Nonb3oBaTenen 3a
CBOW encTBuS HeobXo4MMbI:

- nHauBMayanbHaa naeHTuukauma nosnb3oBaTenen U MHULMUPOBAHHBIX UMK
npoLeccoB, T.e. YCTaHOBMEHMe 3a HUMK naeHtudpukatopa (login, Username), Ha 6ase
koToporo 6ygeT OCyWecTBnATbCA pasrpaHuyeHne [Joctyna B COOTBETCTBUM C
NPMHUMNOM 060CHOBAHHOCTM AOCTYNa;

- npoBepka MNOASIMHHOCTM norb3oBatenen (ayTeHTUdUKaums) Ha OCHOBe
naponewu;

- peakuuMsi Ha nomnbITKM HEeCaHKUMOHWPOBAHHOIO [JocTyna (curHanusaums,
GrokupoBka 1 T.4.).

5.9. Cpedcmea obecriedeHus1 6e3onacHocmu rnepcoHasibHbIX OaHHbIX

ans obecne4veHuns NHOPMaLIMOHHON BGesonacHoCcTH YnpasneHnem
obpa3oBaHns UCNONb3YTCA crefyolime cpeacTaa 3allnThbl:

- namyeckune cpeacTsa;

- TEXHNYECKMe CpeacTsa;

- cpeacTBa naeHTuduKaumm n ayteHTudmkaummn nonb3oBaTenen;

- cpefcTBa pasrpaHn4yeHns JocTyna;

- cpeacTBa obecneyeHnss U KOHTPOSA LEeNTOCTHOCTY;

- cpeacTBa onepaTMBHOIO KOHTPOMS U pernctpaumm cobbituii 6e30nacHoCTu.

CpeacTsa 3amnTbl OMKHbI MPUMEHATHCS KO BCEM pecypcaM MHOPMaLMOHHbIX
cUCTeM YnpaBneHus obpa3oBaHund, He3aBUCUMO OT MUX BLUAa 1 oopMbl NpeacTaBneHns
NHpopMaLun B HMX.

5.9.1. dusnyeckme cpencrea 3almTbl

dusmyeckne Mepbl 3alWnUTbl OCHOBaHbl Ha MNPUMEHEHUM pasHOro poaa
MEXaHWYECKUX,  ONEKTPOHHbIX  WMAW  ONEKTPOHHO-MEXaHUYECKMX  YCTPOUCTB U
COOpPYXEHUN, cneumanbHo NpeaHasHayYeHHbIX Ana co3gaHns usnvecknx NpenaTcTBui
Ha BO3MOXHbIX MyTAX MPOHMKHOBEHUSI M AOCTyNa MOTeHUManbHbIX HapywuTenem K
KOMMOHEHTaM CUCTEMbl W 3alMLLAEMbIM MEepCoHaNnbHbIM  AaHHbIM, a Takke
TEXHUYECKNX CPeaCTB BU3yanbHOro HabnaeHns, CBSA3M U OXpPaHHOW CUrHanmM3aumm.

[na obecneyeHnsa dusnyeckorn 6€30MacHOCTU KOMMOHEHTOB MHGOPMAaLMOHHbIX
cucTtem YnpaeneHuto obpasoBaHus HEOOXOOUMO OCYLLECTBIATb PS4 OPraHn3aumMOHHbIX
M TEXHUYECKUX  MEpOnpUATUN, BKITHOYAOLLNX: npoBepky  obopyaoBaHus,
npeaHasHa4vYeHHoro Ans obpaboTkn NepCcoHanbHbIX AaHHbIX, Ha:

- HanNn4yMe cneumanbHO BHEAPEHHbIX 3aKnaaHbIX YCTPOWCTB;

- BBEEHNE OOMNOSTHUTESbHbBIX OrpaHUYeHNin N0 AOCTYNY B NOMELLEHNS,

npegHasHa4YeHHble AN XxpaHeHnsa n 06paboTkM NepcoHarnbHbIX AAaHHbIX;

- obopygoBaHMe cUCTEM WMHopMaTM3auum yCTpOMCTBaMM 3awuTbl OT cOoeB
9NEKTPONUTaAHUSA N MOMEX B NIMHUSAX CBSA3N.

5.9.2. TexHn4yeckune cpeacTaa 3aLmThl

TexHudeckne (annapaTHO-NporpaMMHbie) Mepbl  3alWuTbl  OCHOBaHbl  Ha
MCNOMb30BaHMM PA3fIMYHbBIX JNEKTPOHHbIX YCTPOMCTB U creuvanbHbIX nNporpamm u
BbINOJSTHAIOLWNX (CAMOCTOATENBHO UMW B KOMMMEKCce C Apyrumn cpeacrBamm) OyHKLMM
3awnTbl  (MOeHTUMKaAUMIO ©n  ayTeHTMdUKaumio nonb3oBaTtenen, pasrpaHnyeHue
AocTyna K pecypcam, perumctpauuio  coObiTUi, KpunTorpaduyeckoe 3akpbiTue
MHopMauuun u T.4.).

C yyetoMm Bcex TpeboBaHuMi W npuHUMNOB obecneyeHnss 6e3onacHOCTH
nepcoHanbHbIX AaHHbIX MO BCEM HamnpaBfEHUAM 3alUMTbl B COCTaB CUCTEMbI 3aLUUTbI
AOMMKHbI BbITb BKIOYEHbI CrieayoLlne cpeacraa:
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- CpeAcTBa pasrpaHMyeHuns 4oCTyna K AaHHbIM;

- cpefctBa permcrtpauumn goctyna K KOMNOHeHTaM MHAOPMAaUVOHHBLIX CUCTEM U
KOHTPOSIS 3a MCMNOSIb30BaHNEM MHpopMaLmK;

- cpeAcTBa pearMpoBaHWA Ha HapylweHuss pexunma  UHPOPMauUMOHHON
©esonacHocTu.

Ha TexHuyeckMe cpeacrtBa 3aliMTbl BO3MaraeTcs peleHue  cneayroLmnx
OCHOBHBbIX 3a4av:

- ngeHTMdmKaumsa n ayteHTudukaums nonb3oBartenen npu noMoLm UMeH Unm
crneumanbHbIX annapaTtHbix cpeactB (Advantor, Touch Memory, Smart Card, 3I1, n
T.M.);

- pernameHTauMsi U ynpasreHue LOCTYNoM nofib3oBaTenie B MOMELLEHUs, K
PM3NYECKMM U JTOTMYECKUM YCTPONCTBAM,;

- 3awmta OT MPOHMKHOBEHUSI KOMMbIOTEPHbLIX BUPYCOB M PaspyLUUTENBHOMO
BO34ENCTBUA BPEAOHOCHbIX NpOorpamMmm;

- peructpauus Bcex AeNCTBUIN NOSb3oBaTeNs B 3aLMLULEHHOM XypHarne, Hanudmne
HECKOSMbKUX YPOBHEN perucTpaumu;

- 3aWwuTa [AaHHbIX CUCTEMbI 3awuTbl Ha pannoBoMm cepBepe OT JocTyna
nonb3oBaTenien, B YbM OOMKHOCTHbIE 006513aHHOCTN He BXOAUT paboTa ¢ MHgopmaumn,
HaxoAdsLEencs Ha HeM.

5.9.3. Cpeactea nageHTUUKaUumM 1 ayteHTuduKaLmm nons3oBartenen

B uenax npepotBpawieHns paboTbl ¢ pecypcamMn MHPOPMALMOHHBIX CUCTEM
YnpasneHus obpasoBaHusi MOCTOPOHHUX NUL, HeobxoanmMo obecneynTb BO3MOXHOCTb
pacno3HaBaHWs Kagoro neranbHoro nosnib3oBatenst (Mnu rpynn nonb3osatenen). [Ans
noeHTUMKaUMm MoryT nNpUMEHATBCA PasfMYHOro poga YCTPOWUCTBA: MarHUTHbIE
KapTO4KM, KIOYM, KINOYEBbLIE BCTaBKW, ANCKETbI U T.1.

AyTeHTudurkauma (nogTeepxxageHne NogfIMHHOCTIU) Nonb3oBaTenen Takke MoXeT
OCYLLECTBNATLCA:

- NyTEM TMpPOBEPKM Hanuuusa Yy nosib3oBaTenen Kakmx-nmbo crneumanbHbIX
YCTPOMWCTB (MarHUTHbIX KApTOYEK, KNHYEN, KITOYEBLIX BCTABOK U T.4.);

- NyTeM NPOBEPKM 3HAHNSA MU Naponen;

- NyTEM MNPOBEPKN YHUKANbHBIX (PU3NYECKMX XapaKTEPUCTUK U MNapameTpoB
camux nonb3oBaTtenen Npu NOMoLLM crneumnasnbHbIX BUOMETPUYECKUX YCTPONCTB.

5.9.4. CpeactBa pasrpaHmyeHus gocryna

30HblI OTBETCTBEHHOCTM U 3a4a4M KOHKPETHbIX TEXHUYECKUX CPeAcTB 3aliuThbl
YyCTaHaBMMBAKOTCA UCXOAS M3 UX BO3MOXHOCTEMN U SKCMNyaTaUMOHHbBIX XapaKTePUCTUK,
OMUCaHHbIX B JOKYMEHTaUMn Ha JaHHble cpeacTaa.

TexHnyeckne cpencrea pasrpaHMYeHns 4OCTyna OOMKHbI MO BO3MOXHOCTU ObiTb
COCTaBHOW YacTbi €ANHON CUCTEMbl KOHTPOMS AoCcTyna:

- Ha KOHTPOSIPYEMYIO TEPPUTOPUIO;

- B OTAENbHbIE NOMELLEHUS;

- K KOMMOHEHTaM WH(OpPMaUNOHHOW cpeabl YnpaeneHus obpasoBaHus W
afleMeHTaM CUCTEMbI 3alLUTbl NEPCOHANbHbIX AaHHbIX ((PU3MYECKUA JOCTYyN);

- K MH(MOOPMAUMOHHBbIM pecypcam (OOKyMEHTaM, HOcuTensaMm uHdopmaumn,
dannam, Habopam AaHHbIX, apxmBam, cnpaBkam U T.4.);

- K aKTUBHbIM pecypcam (NpuknagHbIM nporpammam, 3agadam u T.1.);

- K onepaunoHHON CUCTEME, CUCTEMHbLIM NporpamMmamM 1 nporpaMmmam 3aLlmTbl.

5.9.5. CpeactBa obecneveHnsi 1 KOHTPONA LLENOCTHOCTM

CpeactBa obecnedeHusi LENOCTHOCTM BKMOYAKT B CBOM COCTaB CcpeacTsa
pe3epBHOIr0  KOMMPOBaHWA, MpOrpamMmMbl  aHTMBUPYCHOM  3aluTbl, NporpaMmbl
BOCCTaHOBMNEHMS LeNOCTHOCTM onepaunoHHon cpeabl 1 6a3 AaHHbIX.

CpencrBa KOHTpPONA LENOCTHOCTU  WMHAPOPMAUMOHHBLIX PEecypcoB CUCTEMbI
npegHasHayeHbl Ofsi CBOEBPEMEHHOIO OBHapYXeHUs MOAUMUKALUN UM UCKaXKEeHUN
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pecypcoB cuctembl. OHM MO3BONAIT obecneynTb NPaBUNbHOCTb PYHKLNOHUPOBAHUS
CMCTEMbI 3aLLMTbl U LEeNOCTHOCTb XpaHuMon n obpabatbiBaeMon MHOpMaLMK.

KOoHTpOnb LenocTHOCTM MHAOPpMaLLMK U CPEACTB 3aLLMThbI, C Lernblo obecneyeHns
HEU3MEHHOCTU  MH(OPMaUMOHHOW  cpefpbl, onpedendemMon  nNpeaycMOTPEHHOM
TexHonornen o6paboTkM, M 3aWmTbl OT HECaHKUMOHWPOBAHHOW Moaudukaumm
nepcoHanbHbIX AaHHbIX AOMKEH obecneunBaThbCs:

- cpeactBamMu pasrpaHudeHuss goctyna (B MNOMeLleHWUs, K [OOKYMeHTaMm, K
HOCUTENAM MHGOPMaLMK, K cepBepam, JIOrM4eCcKUm YCTPOUCTBaM M T.1.);

- cpeacTBaMu AIEKTPOHHOM NOANUCH;

- cpefcTBaMu nNoacyeTa KOHTPOSbHbIX CyMM (4115 MCNOMb3YyeMOro NporpammMHOro
obecneyeHus).

5.9.6. CpeactBa onepaTUBHONO KOHTPONS W perucTpauum  cobbITun
B6esonacHocTK

CpeactBa OOGBLEKTMBHOIMO KOHTPONSA AOSMKHbI obecnedvBaTb OOHapyXeHue W
pernctpauunio Bcex cobbiTnin (genctemi nonb3osartenen, nonbitok HCA u T.n.), KoTopble
MOryT noBreyb 3a cobon HapylieHne 6Ge3onacHOCTM U MPUBECTU K BO3HUMKHOBEHMIO
KPU3UCHBbIX cuUTyauun. AHanu3 cobpaHHOW cpeacTtBamMm permcTpauum MHgpopmaumm
NO3BOMSIET BbISABUTL (PaKTbl COBEPLUEHUSI HAPYLLUEHWI, UX XapaKTep, Noacka3aTb MeTopq
ero paccnegosaHuss M crnocobbl MOUCKa HapywuTens W UCNpaBfeHUs CUTyauuwn.
CpeqncTtBa KOHTpPONs U permctpaumm 4OSKHbI NPeaoCcTaBnsAiTb BO3MOXHOCTH:

- BeJeHua U1 aHanmMsa >XypHanoB peructpauum cobbituin 6HesonacHoCcTH
(CMCTEeMHbIX XXYpHanoB);

- nomnydeHus TBepaow konuu (Neyatu) XKypHana pernmcrpaumm cobbITun
©e3onacHocTK;

- YyNnopsgoyYeHnss XKypHanoB, a Takke YCTaHOBIIEHUSI OrpaHUYEeHUiA Ha CPOK WX
XpaHEHWS;

- OnepaTMBHOrO OMOBeLLEHUs aaMUHUCTpaTopa 6e30MacHOCTN O HapYLLEHUSX.

Mpn pernctpaumm cobbITun 6e3onacHOCTU B XypHane AOoSMKHa UKCMPOBaTbCH
cnegyroLwaa nHgopmaums:

- Aata v BpeMs cobbITus;

- naeHTumkaTop cybbekTa, OCyLEeCTBAILWEro permcTpupyeMmoe 4encTBume;

- Aencrtsue (TN gocTtyna).

5.10. KoHmporb aghghekmusHocmu cucmembl 3awumsl

KoHTponb aheKTMBHOCTM 3aLUMTbl NEPCOHarnbHbIX AaHHbIX OCYLLECTBNAETCH C
LUernblo CBOEBPEMEHHOrO BbISBIIEHUS W NpefoTBpalleHus YTeYKU nepcoHanbHbIX
AaHHbIX 33 CYeT HeCaHKUMOHWPOBAHHOIO [OCTyna, a Takke npeaynpexaeHus
BO3MOXHbIX  CleunanbHbIX  BO3OEWCTBUA,  HampaBfieHHbIX Ha  YHUYTOXEHWE
nepcoHarnbHbIX AaHHbIX, paspylleHue cpeacts MHdopmatTudauuun. KoHTponb MoxeT
NPOBOAUTLCS NPUBIEKAEMbIMU 1151 3TOWN LieNn opraHM3aumsamMm, UMeELWMMN ANLEH3NI0
Ha 9TOT B OeATENbHOCTH.

OueHka 9 EeKTMBHOCTN Mep 3alMTbl NEPCOHasbHbIX aHHbIX MNPOBOAUTCA C
NCMOMNb30BaHMEM TEXHUYECKNX W MNPOrpaMMHbIX CPeACTB KOHTPONS Ha npeamer
COOTBETCTBUSA YCTAHOBMNEHHbLIM TPEOOBAHUSAM.
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